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Abstract

Purpose: This research was designed to study the influences of perceived effectiveness of privacy policy, perceived privacy risk,
perceived privacy self-efficacy, privacy concern, perceived usefulness, perceived ease of use, and the behavioral intention of
mobile game players toward facial recognition login systems. Research design, data, and methodology: This research has
applied a quantitative method to distribute questionnaires to mobile game players (n=701) in Shanghai, China. The sample
techniques involve judgmental and convenience sampling. The index of item-objective congruence (I0OC) and pilot test were
employed before the data collection. Confirmatory factor analysis (CFA), and structural equation model (SEM) were implemented
to analyze the data and test the overall model along with the proposed research hypotheses. Result: The analysis showed that
perceived effectiveness of privacy policy, perceived privacy risk, perceived privacy self-efficacy, privacy concern, perceived
usefulness, and perceived ease of use significantly impact behavioral intention. Privacy concern has the strongest impact on
behavioral intention. Conclusion: Mobile game services need to provide a comprehensive and reliable privacy policy statement
to reduce users’ privacy concerns. For the system, promoters need to emphasize how facial recognition login systems are safer

and more convenient than the other sign-in system.
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1. Introduction

Facial recognition technology is one of the biometrics
among voice, fingerprint, hand geometry, iris, and signature.
Except for facial and fingerprint recognition, the other
biometrics have yet to be wildly used, considering their
drawbacks during implementation. On the one hand,
fingerprint recognition possessed a high accuracy, is one of
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the most advanced biometrics and was easy to use. However,
this technology also has certain disadvantages, such as
dryness or dirt on the finger skin, could cause dysfunction,
and children’s fingerprints change very quickly (Bhatia,
2013). Furthermore, facial recognition uses an algorithm to
recognize a person’s face through his/her facial biometric
characteristics (McClellan, 2020). The system would
identify these characteristics or items. They were the key to
distinguishing the user’s face. These items usually included
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eye distance, the distance between the users’ forehead to
their chin, among other characteristics called “facial
landmarks” to create a “facial signature” (Symanovich,
2021). The basic facial recognition system would be
accomplished in five steps: First, the facial recognition
machine, which requires a camera, would do digital
scanning of people or existing photographs. Second, the
software would detect any faces in the image. Third, once
the facial recognition system software detects and targets a
face, it analyzes the characteristics or features of the face.
The fourth step is comparing these features with the system
database to find close matches. In the final step, the system
would determine the matches in step four were close enough
to declare a match (Woodward Jr et al., 2003).

Governments and private companies have widely used
this technology. China’s Skynet Project is a national
surveillance system designed to fight crime and prevent
possible disasters, which possessed over 20 million
surveillance cameras in public places in 2017. Certainly,
facial recognition technology was implanted into the Skynet
system. It allows for capturing, comparing, identifying, and
monitoring the target personnel, which has played an
important role in social security management (Tao, 2021).

The most used devices with facial recognition
technology are smartphones and tablets. Whether the mobile
device was using Apple’s I0S or Google’s Android
operation system, they all implemented this technology.
This facial recognition technology could provide an
alternative option for unlocking mobile devices with a PIN
code or fingerprint. Apple implemented facial recognition
technology with their Face ID in their iPhone X and later
models and iPad Pro models, which used A12X Bionic chip
(Apple, 2021). The TrueDepth front camera would capture
the user’s facial information by projecting and analyzing
more than 30,000 dots to create a map of the user’s face. It
has been designed to protect the user from spoofing by using
masks or other techniques. Most Android smartphones also
achieve it by using their front camera, like Xiaomi Mi
Explorer Edition, Oppo Find X. Huawei’s Mate 20 Pro,
which used similar technology and applies 30,000 dots,
whereas Oppo applies halves which were 15,000 dots
(Triggs, 2021). Most mobile devices implemented the
hardware and the software to satisfy the requirement of
facial recognition technology, and several commonly used
mobile applications started to apply this technology to their
systems to improve user security.

The mobile gaming industry has grown rapidly over the
last several years, with China as the top-ranked country in
both market value and number of players (Venkatesh, 2021).
Certainly, mobile gaming has become a very important role
for players in China in terms of both money and time spent
on it (Thomala, 2021). The game account has been
considered a valuable and important asset to mobile game

Qizhen Gu / The Scholar: Human Sciences Vol 15 No 1 (2023) 199-210

players; the traditional way to secure this asset was by using
a username and password. However, the traditional way
needs more guarantees to players regarding efficiency and
security. A better alternative is that facial recognition
technology could provide a securer and more convenient
method to protect mobile game player’s accounts
(Prabhakar et al., 2003).

A facial recognition login system could be a perfect
solution to replace the traditional mobile game login system
by using usernames and passwords. Since biometrics
technology is highly involved with personal information,
facial recognition technology required the users to upload
their facial data to the system to form a “face ID”
(McClellan, 2020). The purpose of the research is to
investigate the determining factors of the mobile game facial
recognition login system and mobile game players’
behavioral intention toward it in Shanghai, China. Since no
previous research has studied this area in this specific
geographic region, this study aims to fill the gap in the
mobile game login system behavioral intention by using the
Chinese context as sampling.

2. Literature Review
2.1 Theories Used in the Study

In this study, the theory of communication privacy
management (CPM) and the technology acceptance model
(TAM) were applied to establish the framework of this
research. The CPM explains whether information access is
a potential risk (Petronio, 2002). The theory argues that
individuals with their boundaries protect their privacy and
manage their boundaries by following their own rules. Any
individual or organization that tries to penetrate their
boundaries might be seen as a threat, and they would raise
their privacy concerns (Baruh et al., 2017; Sutanto et al.,
2013). CPM theory also applies to privacy issues generated
by new technology (Stanton & Stam, 2003; West et al.,
2004). The TAM is about individuals’ acceptance of a
certain technology. Within the proposed model, perceived
ease of use and usefulness were the major predictors of
people’s behavioral intention or acceptance of using this
technology (Davis, 1989). Tan et al. (2012) extended the
model and included privacy concerns as a third predictor.

2.2 Introduction of Variables

2.2.1 Perceived Effectiveness of Privacy Policy (PEPP)
The perceived effectiveness of a privacy policy could be
defined as how strongly the customers believe the privacy
notice posted by the firm (online service provider) could
provide reliable information about how this firm practices
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its customers’ data (Xu et al., 2011). The privacy policy
represents a long-term commitment to the customers (Anton
et al., 2007); in general, this statement could fulfill the
information gap between the customers and the service
provider by providing a message about how the service
provider would practice with the information (Zhu et al.,
2020). In this study, the perceived effectiveness of privacy
policy refers to how strongly the users believe the privacy
notice posted by the mobile game operator could practice
users’ data properly.

Xu et al. (2011) determined that perceived effectiveness
was negatively related to users’ privacy risk perception.
Wang (2019) supported this statement in the study “Effect
of Brand Awareness and Social Norms on User-Perceived
Cyber Privacy Risk,” which mainly focused on how external

factors would affect users’ perceptions of online privacy risk.

These external factors included the perceived effectiveness
of a privacy policy and the perceived controls over the user’s
information disclosure. The data indicated that a negative
relationship between perceived effectiveness and privacy
risk was also identified.

Acquisti et al. (2015) stated in the relationship between
users and online service providers (social media vendors)
that the users were at the side of disadvantage, especially
after when the users shared their personal information with
the service provider. Wang (2019) studied the relationship
between the perceived effectiveness of privacy policies and
perceived privacy self-efficacy and stated that the perceived
effectiveness of privacy policies significantly and positively
impacted perceived privacy self-efficacy. Therefore, in this
research, we hypothesize:

H1: Perceived effectiveness of privacy policy has a
significant impact on perceived privacy risk.

H2: Perceived effectiveness of privacy policy has a
significant impact on perceived privacy self-efficacy.

2.2.2 Perceive Privacy Risk (PPR)

Featherman and Pavlou (2003) generally conceptualized
this term as a significant perceived risk factor. They defined
it as a potential losing control of personal information.
Malhotra et al. (2004) and Xu et al. (2011) also defined
perceived privacy risk as customers’ expectation of losing
their released personal information to mobile applications.
Since the facial recognition of mobile game applications
needs to be required to access users’ private data, allowing
mobile applications to access users’ personal information
could easily compromise users’ privacy (King & Jessen,
2010), and this private information could be misused; sold
to the market; accessed without authorized, and information
theft (Dinev & Hart, 2006). In this study, the perceived
privacy risk refers to the degree of users’ expectation of
losing their facial information to the mobile game login
system.
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Zhu and Bao (2018) stated that when a user’s privacy
concern is deep, he/she feels less control over personal
information. How the user perceives risk is also related to
the platform’s capability and enough righteousness to ensure
user information privacy. The unawareness of how the
platform practices user information was the perceived risk
that might occur users’ high privacy concern, and when
users already had a high privacy concern, they would doubt
whether the service provider (platform) collected too much
personal information and practices this information without
informing the user (Zhou, 2020). Wang et al. (2019) studied
the linkages between CPM theory and privacy concerns
moreover defined that perceived privacy risk has a positive
relationship with privacy concerns. Therefore, in this
research, we hypothesize:

H3: Perceived privacy risk has a significant impact on
privacy concern.

2.2.3 Perceive Privacy Self-Efficacy (PPSE)

Perceived self-efficacy generally could be defined as
people’s beliefs about their abilities to certain events that
might influence their lives. These beliefs about their self-
efficacy were mainly developed from four information
sources (Bandura et al., 2010). Previous research pointed out
that people believe their performance could produce the
expected results; otherwise, they might lack the motivation
to perform or persist when facing certain difficulties
(Bandura et al., 2010). Since the term “perceived privacy
self-efficacy” in this study was highly related to the mobile
application. Therefore, it is conceptualized as the degree of
users’ perception of their ability to control the privacy
boundaries for protecting their personal information on their
mobile devices (Lee & Hill, 2013; Youn, 2009). In this study,
perceived privacy self-efficacy refers to the degree of users’
knowledge and confidence in protecting the facial
information they provide to the mobile game login system.

Mohamed and Ahmad (2012) defined internet self-
efficacy as the degree of user’s confidence or abilities in
applying internet skills, furthermore, found that internet
self-efficacy and privacy concerns were significantly related.
Previous research showed that users with high self-efficacy
were more confident about reaching certain goals, including
managing their privacy. These high self-efficacy users
viewed themselves as more capable of solving problems
when using online services. On the other hand, those with
low self-efficacy lacked the capabilities and felt less
confident in managing their private information (Akhter,
2014). Wang et al. (2019) researched CPM theory and
privacy concerns and stated that perceived privacy self-
efficacy was negatively associated with privacy concerns
regarding social media use. Therefore, in this research, we
hypothesize:
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H4: Perceived privacy self-efficacy has a significant impact
on privacy concern.

2.2.4 Privacy Concern (PC)

In information technology use, the term privacy refers to
how the users provide their personal information to the
service provider and how the provider and the users keep
this information confidential (Phelps et al., 2000). Since it is
almost impossible to measure privacy, the studies moved to
privacy concerns as a measurable term instead of privacy
(Malhotra et al., 2004; Smith et al., 1996). Generally,
privacy concerns could be conceptualized as the belief that
auser’s privacy may face risks (Culnan & Armstrong, 1999).
Gu et al. (2016) define privacy concerns of mobile
applications refer to the user’s overall assessment of the
application and perceived permission sensitivity as one of
the important aspects of this assessment. In the context of
this study, the privacy concern refers to before the mobile
game login system has collected the facial information, how
strong the users’ beliefs of the potential privacy risk they
were facing.

The term privacy concern was not directly included with
TAM. However, privacy concerns might be another
predictor of behavioral intention influencing a user’s
acceptance of new technology. In other words, privacy
concern was just like perceived usefulness and perceived
ease of use as one of the behavioral beliefs which affect
user’s attitudes (Tan et al., 2012). Anic et al. (2019) defined
there was a negative relationship between privacy concerns
and intention to use new technology, considering the new
technologies were often linked with a high level of privacy
threats; they also pointed out that users’ privacy concerns
were exerted as a predictor of general behavior toward new
technologies or services or applications. Therefore, in this
research, we hypothesize:

H6: Privacy concern has a significant impact on behavioral
intention.

2.2.5 Perceived Usefulness (PU)

Perceived usefulness is one of the fundamental elements
of the TAM (technology acceptance model), Davis (1989)
defined the term as an individual who believes that using
certain IT (information technology) or systems would be
useful or would improve his/her performance. Later on, this
definition was extended into many areas. In online shopping,
this term has been defined as the degree of customers’
perception of the benefits and advantages of online shopping
(Moslehpour et al., 2018). In the area of mobile payment,
this term has been defined as users’ overall cognitive
evaluation of the advantage of the mobile payment service
(Wu et al., 2017). In this study, perceived usefulness refers
to how strongly users believe that using mobile game facial
recognition would be convenient or improve their game
login process.
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The linkage between perceived usefulness and perceived
ease of use was defined by Davis (1989) in the Technology
acceptance model (TAM) research, in which the perceived
ease of use was the predictor of perceived usefulness.
Abdullah et al. (2017) defined a significant relationship
between perceived ease of use and perceived usefulness
towards the user’s intention on online hotel booking. Kim
and Bernhard (2014) conducted a study to examine the
customers’ intention to use the fingerprint system service in
a hotel. They resulted in the perceived ease of use
significantly influencing the perceived usefulness.

The relationship between perceived usefulness and
behavioral intention was another link stated by Davis (1989)
in the model of TAM, and the model showed that perceived
usefulness was the protector of the user’s behavioral
intention. Lai (2018) applied the extended TAM model to
examine the consumers’ use intention for a single platform
E-payment and found that the perceived usefulness was
positively associated with consumers’ use intention. A
similar result showed in the research on Chinese consumers’
use intention for mobile commerce (Chi, 2018). Therefore,
in this research, we hypothesize:

H7: Perceived usefulness has a significant impact on
behavioral intention.

2.2.6 Perceived Ease of Use (PEU)

The term perceived ease of use as another fundamental
element of the TAM, refers to the degree to which an
individual believes that by using certain information
technology or system effortlessly, “ease” has been defined
as freedom from difficulty or putting great effort to study
this technology or system (Davis, 1989). To test the element
of perceived ease of use, investigate the necessity of this
technology (Burton-Jones & Hubona, 2005). Specifically, a
certain technology was easier or more advantageous than
another (Moslehpour et al., 2018). Prior study shows that
ease of use was directly and significantly determinant of
user acceptance for Chinese people in the early phases of
using certain information technology innovations (Dong,
2011). In this study, the perceived ease of use refers to the
degree to which users believe using the mobile game facial
recognition system would be free of effort.

The perceived ease of use and the behavioral intention
was the third fundamental linkage defined by Davis (1989)
in the model of TAM. Hansen et al. (2018) applied and
extended the TAM model to test customers’ use intention of
social media for transactions and verified the significant
relationship between the perceived ease of use and the
behavioral intention to use. Koul and Eydgahi (2018) used
the TAM model to adopt driverless car technology. The
result showed that perceived ease of use positively impacted
behavioral intention toward such technology. Therefore, this
research hypothesizes:
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H6: Perceived ease of use has a significant impact on
perceived usefulness.
HS8: Perceived ease of use has a significant impact on
behavioral intention.

2.2.7 Behavioral Intention (BI)

In TAM, behavioral intention was the central concept of
the model. Davis (1989) defined behavioral intention as the
intention to perform a certain behavior. Moreover, it has
been determined by an individual’s attitude toward the
system. In the context of mobile learning, behavioral
intention refers to the degree to which an individual is
willing to plan a specific future behavior which in this case
was to accept and adapt to mobile learning (Chao, 2019).
Tsou et al. (2019) state that behavioral intention is an
individual’s willingness to engage in a particular behavior.
This term has been extensively used to predict a customer’s
future behavior or explain a customer’s actual behavior. In
this study, behavioral intention refers to the individual’s
willingness to use the mobile game facial recognition
system.

3. Research Methods and Materials

3.1 Research Framework

The research framework was established according to
four previous studies and their theoretical frameworks. The
first theoretical framework was from Davis (1989). The
study proposed perceived usefulness and perceived ease of
use to predict users’ intention to use and usage behavior of
information technology. The second theoretical framework
was from James et al. (2006). The study proposed the
perceived need for security, perceived need for privacy,
perceived physical invasiveness, perceived usefulness,
perceived ease of use, and how the variables influenced
users’ intention to use biometrics devices. The third
theoretical framework was from Tan et al. (2012). The study
proposed that privacy concerns, perceived usefulness, and
perceived ease of use could impact users’ behavioral
intention toward social networking websites. The fourth
theoretical framework was from Wang et al. (2019). The
study proposed privacy invasion experience, perceived
effectiveness of privacy protection technology, perceived
effectiveness of privacy policy, perceived privacy risk, and
perceived self-efficacy that would influence users’ privacy
concerns.

This study aimed to investigate whether the variables:
perceived effectiveness of privacy policy; perceived privacy
risk; perceived privacy self-efficacy; privacy concern;
perceived ease of use; perceived usefulness could impact
mobile game players’ behavioral intention toward facial
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recognition login system. The research framework is
illustrated in Figure 1.

Perceived
Effectiveness of
Privacy Policy

Perceived Privacy
Self-Efficacy

Perceived Privacy

Risk

Perceived Ease
of Use

Perceived
Usefulness

Figure 1: Conceptual Framework

H1: Perceived effectiveness of privacy policy has a
significant impact on perceived privacy risk.

H2: Perceived effectiveness of privacy policy has a
significant impact on perceived privacy self-efficacy.

H3: Perceived privacy risk has a significant impact on
privacy concern.

H4: Perceived privacy self-efficacy has a significant impact
on privacy concern.

HS: Privacy concern has a significant impact on behavioral
intention.

H6: Perceived ease of use has a significant impact on
perceived usefulness.

H7: Perceived usefulness has a significant impact on
behavioral intention.

H8: Perceived ease of use has a significant impact on
behavioral intention.

3.2 Research Methodology

In this study, the quantitative research used questionnaire
distribution through online channels of the Internet platform.
The data were collected from target groups and analyzed.
Before data collection, to ensure reliability and validity, the
Item Objective Congruence (IOC) Index is used by the rating
of three experts with all scale items reserved at a score of 0.6
and over. Cronbach’s alpha was used to test to ensure the
validity of the content with all constructs were passed at
value greater than 0.70 (Zikmund, 2008). After collecting
data, confirmatory factor analysis (CFA) was conducted for
validity and reliability. The baseline variables of the
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structural equation model (SEM) are used to verify the
structural nature of the relationship between variables.

3.3 Population and Sample Size

The target population is considered to have common
characteristics (Zikmund et al., 2013). They pointed out that
the target population refers to the main population of the
study and is a part of the overall population (Saunders et al.,
2016). They comprise a group of related elements which
participated in the test and possessed the information
designed and collected by researchers (Ali et al., 2016).
Cooper and Schindler (2011) pointed out that the sample size
for complex model should be between 200 to 500. Therefore,
the sample size of this study is 800 mobile gamers who are
25 to 34 years old in Shanghai Province, China. However,
the returned questionnaire after the screening was 701
respondents.

3.4 Sampling Technique

Tolmie et al. (2011) defined the sampling unit as the basic
unit for modeling a sample, which can be set as a single
element or a group of elements from the crowd. Zikmund et
al. (2013) defined the sampling unit as a group of elements
based on sample selection. In addition, besides being
accurately defined, identifiable and observable, sampling
units can be regarded as basic units or groups of basic units
suitable for sequencing purposes (Kabir, 2016). Therefore,
each unit element is independent and indivisible when
selected (Sharma et al., 2005). The sample techniques
involve judgmental and convenience sampling. For
judgmental sampling, the sampling unit comprises mobile
gamers who are 25 to 34 years old in Shanghai Province,
China. The convenience sampling method was conducted
using the mobile social application (Wechat, QQ, Weibo) to
distribute the questionnaires.

4. Results and Discussion
4.1 Demographic Information

In Table 1, the demographic profile of 701 respondents
shows that 52.6% were male, and 47.4% were female. The

age range between 25 to 27 was slightly more than other age
ranges. For education, 72.3% of the respondents have
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Bachelor’s degree. Nearly 46% of the respondents would
play mobile games 2 to 4 times a week. More than 90% of
the respondents would not spend over 75$ each month on
mobile games, and the majority group was willing to spend
15$ to 458 per month.

Table 1: Demographic Profile

Demographic and General Data | Frequency | Percentage
(N=701)
Gender Male 369 52.6%
Female 332 47.4%
Age 25 to 27 269 38.4%
28 to 31 228 32.5%
32 t0 34 204 29.1%
Education Bachelor’s Degree & 507 72.3%
Below
Master’s Degree 167 23.8%
Doctorate Degree 27 3.9%
Frequency of | Less than 2 times 110 16%
mob.ile 2 to 4 times 324 46%
gaming 5 to 7 times 167 24%
(weekly) -
More than 7 times 100 14%
Monthly Less than 15$ 184 26.2%
Spending 159 to 458 287 40.9%
468 to 74$ 180 25.7%
758 to 149% 46 6.6%
Higher than 150% 4 0.6%

4.2 Confirmatory Factor Analysis (CFA)

The confirmatory factor analysis (CFA) could examine
whether the measurement model was acceptable by testing
the relationship between the observed and latent variables
(Ramlall, 2017). CFA could confirm the convergent validity
(including composite reliability, factor loading, average
variance extracted, and multicollinearity) and discriminant
validity. According to the findings in Table 2, the constructs
have exhibited the coefficient of internal consistency sufficed
the requirements of Cronbach's Alpha value greater than 0.70
(Zikmund, 2008); and the value of factor loading greater than
0.5 and the composite reliability greater than 0.7 (Gravetter
& Wallnau, 2000; Hair et al.,, 2010). In this study, each
variable satisfied each of the indicators. In table 3, the square
root of each AVE in the diagonal with the correlation
coefficients for each construct in the relevant rows and
columns was identified as having a larger value than the
correlations with other constructs (Hair et al., 2016).
Therefore, the discriminant validity was accepted.
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Table 2: Confirmatory Factor Analysis Result, Composite Reliability (CR) and Average Variance Extracted (AVE)

Variables Source of No. of Cronbach's Factors CR AVE
Questionnaire Items Alpha Loading

1. Perceived effectiveness of
privacy policy (PEPP) Wang et al. (2019) 3 0.896 0.750-0.763 0.947 0.856
2. Perceived privacy risk (PPR) Wang et al. (2019) 4 0.873 0.787-0.820 0.959 0.854
?l'jggg)e“’ed privacy self-efficacy | \yang et al. (2019) 4 0.921 0.780-0.800 | 0.956 0.846
4. Privacy Concern (PC) Chang et al. (2015) 4 0.833 0.810-0.833 0.960 0.858
5. Perceived ease of use (PEU) Liebana-Cabanillas et al. (2015) 5 0.794 0.763-0.807 0.951 0.796
6. Perceived usefulness (PU) Liebana-Cabanillas et al. (2015) 4 0.908 0.692-0.758 0.936 0.786
7. Behavioral Intention (BI) Tan et al. (2014) 4 0.930 0.810-0.845 0.953 0.836

As seen in Table 3 below, the square root of the AVE of
each variable is more prominent than its correlation
coefficient with other wvariables, indicating that the
discriminant validity of the model is perfect. In addition,
CMIN/DF, GFI, AGFI, NFI, CFI, TLI, and RMSEA are used
as indicators of model fitting in CFA testing.

Table 3: Goodness of Fit for Measurement Model

Index Acceptable Values Rl
Values
CMIN/df <2.00 (Schreiber et al., 2006) 1.833
GFI >0.90 (Bagozzi & Yi, 1988) 0.941
AGFI >0.90 (Hair et al., 1998) 0.927
TLI >0.95 (Hu & Bentler, 1999) 0.987
NFI >0.90 (Hair et al., 1998) 0.976
CFI >0.95 (Hu & Bentler, 1999) 0.989
RMSEA <0.05 (Hair et al., 2010) 0.034
Model Acceptable
Summary Model Fit

Remark: CMIN/DF = The ratio of the chi-square value to degree of
freedom, GFI = Goodness-of-fit index, AGFI = Adjusted goodness-of-fit
index, TLI = Tucker-Lewis index, NFI = Normed fit index, CFI =
Comparative fit index, and RMSEA = Root mean square error of
approximation,

Source: Created by the author.

As shown in Table 4, the value obtained in this study is
greater than the acceptable value, which verifies the good
fitting effect of the model. In addition, the measurement
results of these models consolidate the effectiveness of
discrimination and verify the effectiveness of subsequent
structural model estimates.

Table 4: Discriminant Validity

PEPP | PPR | PPSE | PC PEU PU BI
PEPP | 0.925
PPR -0.845 | 0.924
PPSE | 0.852 -0.861 | 0.920
PC -0.751 | 0.762 | -0.817 | 0.927
PEU 0.005 0.004 | 0.038 | -0.144| 0.892
PU 0.008 -0.018| 0.045 | -0.172| 0.854 0.887
BI 0.650 -0.616| 0.682 | -0.863| 0.331 0.354 | 0.915

Note: The diagonally listed value is the AVE square roots of the variables
Source: Created by the author.

4.3 Structural Equation Model (SEM)

Henseler (2011) stated that Structural Equation
Modeling (SEM) could test the latent variables of the
constructed model, correcting the error of measurements
among specific errors with covariance structures and
evaluating the entire theoretical structure simultaneously.
Table 5 illustrates the statistical value of the model fitness
and compares it with the recommended values. The original
model of this study was identified as lacking fitting,
therefore after the modification, the results acquired from
SEM of the goodness of fit of this model were CMIN/df =
1.944, GF1=0.936, AGFI = 0.924, TLI(NNFI) = 0.986, NFI
=0.974, CFI1 =0.987, and RMSEA = 0.037. as a result, all 7
indicators reached the recommended value and showed a
good fit for the structural model.

Table 5: Goodness of Fit for Structural Model

Index Acceptable Values Statistical
Values
CMIN/df <2.00 (Schreiber et al., 2006) 1.944
GFI >0.90 (Bagozzi & Yi, 1988) 0.936
AGFI >0.90 (Hair et al., 1998) 0.924
TLI >0.95 (Hu & Bentler, 1999) 0.986
NFIL >0.90 (Hair et al., 1998) 0.974
CFI > 0.95 (Hu & Bentler, 1999) 0.987
RMSEA <0.05 (Hair et al., 2010) 0.037
Model Acceptable
Summary Model Fit

Remark: CMIN/DF = The ratio of the chi-square value to degree of
freedom, GFI = Goodness-of-fit index, AGFI = Adjusted goodness-of-fit
index, TLI = Tucker-Lewis index, NFI = Normed fit index, CFI =
Comparative fit index, and RMSEA = Root mean square error of
approximation,

Source: Created by the author.

4.4 Research Hypothesis Testing Result

Table 6: Hypothesis Testing Result

Hypothesis Standardized t- p- Result
Estimate (B) Value Value
H1: PEPP ->PPR -0.844 -29.257 ekl Supported
H2: 0.854 29.480 Hkk Supported
PEPP—PPSE
H3: PPR—PC 0.241 4.735 il Supported
H4: PPSE—PC -0.609 -11.650 el Supported




206

H5: PC—BI -0.827 -30.724 ookl Supported
H6: PEU-PU 0.858 28.247 Hokx Supported
H7: PU-BI 0.123 2.603 0.009 Supported
H8: PEU—-BI 0.113 2.399 0.016 | Supported

Remark: ***p<0.001

The path analysis result of the SEM also shows the result
of the hypothesis testing of the proposed structural model.
The results were based on the regression and standardized
regression weights, and the indicators showed that all eight
hypotheses were supported. Moreover, the variable privacy
concern positively impacted mobile players’ behavioral
intention toward facial recognition login systems. The
hypotheses testing results are presented in table 5, and the
structural path is presented in figure 2.

H1: The standardized estimate between the perceived
effectiveness of privacy policy and perceived privacy risk
was equal to -0.844 (t-value = -29.257, p-value <0.001).
Therefore, the perceived effectiveness of privacy policy
impacts perceived privacy risk, and Hal was supported. It
indicated that mobile game players perceived that an
effective privacy policy announcement would decrease their
perceived privacy risk when using the facial recognition
login system. Previous studies’ results were aligned with the
finding (Culnan & Bies, 2003; Wang et al., 2019; Xu et al.,
2011).

H2: The standardized estimate between the perceived
effectiveness of privacy policy and perceived privacy self-
efficacy was equal to 0.854 (t-value = 29.480, p-value
<0.001). Therefore, the perceived effectiveness of privacy
policy impacts perceived privacy self-efficacy, and H2 was
supported. It indicated that the mobile game players
perceived that an effective privacy policy announcement
would help them to build their perceived privacy self-
efficacy. Previous studies’ results were aligned with the
finding (Miller et al., 2017; Steinfeld, 2016; Wang et al.,
2019).

H3: The standardized estimate between perceived
privacy risk and privacy concern was equal to 0.241 (t-value
= 4735, p-value <0.001). Therefore, the perceived
effectiveness of privacy policy impacts perceived privacy
self-efficacy, and H3 was supported. It indicated that when
the mobile game players possessed a high perceived privacy
risk to the facial recognition login system, it would increase
their privacy concerns. Previous studies’ results were
aligned with the finding (L1, 2012; Zhu et al., 2020).

H4: The standardized estimate between perceived
privacy self-efficacy and privacy concern was equal to -
0.609 (t-value = -11.650, p-value <0.001). Therefore, the
perceived effectiveness of privacy policy impacts perceived
privacy self-efficacy, and H4 was supported. It indicated
that when mobile game players possessed a high level of
privacy self-efficacy, it would reduce their privacy concerns
towards the facial recognition login system. Previous studies’
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results were aligned with the finding (Akhter, 2014;
Aljukhadar et al., 2010; Lee et al., 2017; Li, 2012).

HS: The standardized estimate between privacy concern
and the behavioral intention was equal to -0.827 (t-value = -
30.724, p-value <0.001). Therefore, the perceived
effectiveness of privacy policy impacts perceived privacy
self-efficacy, and H5 was supported. It indicated that when
mobile game players have more privacy concerns about the
facial recognition login system, it lowers their behavioral
intention of using the system. Previous studies’ results were
aligned with the finding (Anic et al., 2019; Awad &
Krishnan, 2006; Nam et al., 2006).

He6: The standardized estimate between perceived ease
of use and perceived usefulness was equal to 0.858 (t-value
= 28.247, p-value <0.001). Therefore, the perceived
effectiveness of privacy policy impacts perceived privacy
self-efficacy, and H6 was supported. It indicated that mobile
game players would perceive the facial recognition login
system useful when they perceived it was easy to learn and
operate. Previous studies’ results were aligned with the
finding (Abdullah et al., 2017; Al-Sharafi et al., 2017; Kim
& Bernhard, 2014).

H7: The standardized estimate between perceived
usefulness and the behavioral intention was equal to 0.123
(t-value = 2.603, p-value = 0.009). Therefore, the perceived
effectiveness of privacy policy impacts perceived privacy
self-efficacy, and H7 was supported. It indicated that when
mobile game players perceived the facial recognition login
system was useful, they would have behavioral intentions of
using it. Previous studies’ results were aligned with the
finding (Chi, 2018; Lai, 2018; Venkatesh & Davis, 2000)

H8: The standardized estimate between perceived ease
of use and the behavioral intention was equal to 0.113 (t-
value = 2.399, p-value = 0.016). Therefore, the perceived
effectiveness of privacy policy impacts perceived privacy
self-efficacy, and H8 was supported. It indicated that mobile
game players would have the behavioral intention to use the
facial recognition login system when they perceived it was
easy to learn and operate. Previous studies’ results were
aligned with the finding (Aslam et al., 2017; Hansen et al.,
2018; Nayanajith et al., 2019).

5. Conclusions and Recommendation
5.1 Conclusion and Discussion

This study investigated the factors that might affect
mobile game players’ behavioral intention to use facial
recognition login systems in Shanghai, China. The target
population of this study was mobile game players aged
between 25 to 34 and currently living in Shanghai. The study
applied the theory of CPM and TAM to facial recognition. A
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total of eight hypotheses among seven variables have been
studied, including the perceived effectiveness of privacy
policy; perceived privacy risk; perceived self-efficacy;
privacy concern; perceived ease of use; perceived usefulness,
and behavioral intention. The researcher applied a
quantitative method and collected 701 valid questionnaire
data sets, and all data were analyzed using SEM.

The constructs were established based on the
communication privacy management (CPM) theory and the
technology acceptance model (TAM). In the previous
studies (Anic et al., 2019; Arpaci, 2016; Awad & Krishnan,
2006; Nam et al., 2006), privacy concern was found to
significant affecting behavioral intention. Therefore, this
research proposed and testified a conceptual framework that
combines CPM and TAM theories.

In the part of the CPM theory, privacy concern was
significantly influenced by perceived privacy risk and
perceived privacy self-efficacy. Perceived privacy self-
efficacy possessed a relatively stronger negative impact on
privacy concerns, and perceived privacy risk possessed a
weak positive impact on privacy concerns. Perceived
privacy risk and perceived effectiveness of the privacy
policy strongly influenced privacy self-efficacy. The
difference was that the perceived effectiveness of the
privacy policy was negatively associated with perceived
privacy risk, and the perceived effectiveness was positively
associated with perceived privacy self-efficacy.

In the part of the TAM theory, privacy concern was
found to possess the strongest negative influence on
behavioral intention, with perceived usefulness as the
second-ranked positive influence, with perceived ease of use
providing the least positive influence. Additionally,
perceived ease of use also possessed a strong positive
influence on perceived usefulness. In conclusion, the study
gives academics and professionals a better understanding of
which aspects are important and to what degree of priority.

5.2 Recommendation

The overall result showed that all eight hypotheses were
supported. The privacy concern had been identified as the
strongest impact on mobile game players’ behavioral
intention of wusing facial recognition login systems.
Perceived privacy risk and perceived privacy self-efficacy
impacted mobile game players’ privacy concerns. Both
perceived privacy risk and perceived effectiveness of the
privacy policy impacted privacy self-efficacy. Perceived
usefulness possessed the second strongest impact on mobile
game players’ behavioral intention and was also impacted
by perceived ease of use. Perceived ease of use possessed
the least strong impact on mobile game players’ behavioral
intention. In general, for promoting or encouraging mobile
game players to use facial recognition login systems,
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privacy concern was the primary factor that should be
focused on, followed by their perceived usefulness, and
perceived ease of use of the systems.

Based on the result of this research, practically, to
improve mobile game players’ behavioral intention toward
facial recognition systems was to dispel their privacy
concerns. By following the degree of priority, the first
practical way should be: the system needs to provide a
relatively comprehensive and trustworthy privacy policy
statement that the users could depend on. Subsequently,
making the user believe that the service provider was honest
with them and that they have control of the data they
provided, by doing it would enhance their perceived privacy
of self-efficacy. In the meantime, a good privacy policy
could reduce users’ perceived privacy risk of the data they
provide to the system. Based on the founding and the
privacy paradox theory (Awad & Krishnan, 2006), the more
privacy self-efficacy they possessed, the lower the privacy
concerns they perceived. In other words, they would worry
less and perceive fewer risks about the information they
provided to the system. As a result, they achieved the
purpose of dispelling their privacy concern and improving
behavioral intention. The second practical way was to
optimize the process of the facial recognition login systems
and make them easier to learn for the users, which could
improve their perception of the system’s usefulness and
increase their behavioral intention to use it in the future. The
third practical way to increase behavioral intention was to
emphasize that using a facial recognition login system was
a better approach than using a username and password.

5.3 Limitations for Future Study

First, this paper studies mobile game players’ behavioral
intention toward using facial recognition login systems; it
might not be suitable for other areas, such as facial
recognition payment systems or biometric recognition
systems. Furthermore, this study only focused on game
players’ behavioral intentions on mobile devices and other
devices like PC or console game machines. The result might
be different. Second, behavioral intentions in different
nations might be perceived differently. Since this study was
conducted in Shanghai, China, the result could be from a
different nation, even a different province, and this study did
not consider the respondents’ nationality could cause the
result to be different.
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